Abstract-Classical PIN-entry methods are vulnerable to a broad class of observation attacks (shoulder surfing, key-logging). A number of alternative PIN-entry methods that are based on human cognitive skills have been proposed. These methods can be classified into two classes regarding information available to a passive adversary: (i) the adversary fully observes the entire input and output of a PIN-entry procedure, and (ii) the adversary can only partially observe the input and/or output.
I. INTRODUCTION
Personal Identification Numbers (PINs) are widely used in modern information systems to authenticate users. Unfortunately, classical PIN-entry methods (via keyboards, keypads and alike) are all vulnerable to observation attacks. By simply observing the input of a user who enters his/her PIN, an adversary can potentially compromise the user's login credentials. There are numerous ways to perpetrate an observation attack. Thus, it is possible to obtain login information by shoulder surfing, through the use of concealed micro cameras and telescopes [2] . By installing keyloggers and fake keypads an adversary can easily collect the entire input of a targeted user, from which the adversary can recover the login credentials. Another interesting attack directed at the keypad would be to spray suitable chemicals onto the keypad, from which an adversary may recover user input [3] . The problem of observation attacks is further amplified by widespread of computing devices and services requiring login credentials, such as laptops, PDAs, mobile phones, ATMs, e-banking and e-commerce applications, etc.
This threat has long been recognized and prior work contains a variety of proposals for attempting to deal with it. Many proposals require the user to perform some form of a cognitive task -so called cognitive authentication schemes. The problem of designing a cognitive PIN-entry method secure against eavesdroppers is truly challenging. Indeed, it was recently shown in [5] that the cognitive scheme proposed in [16] and all its variants are fundamentally vulnerable to attacks based on SAT solver. It is an open question if there exist a PIN-entry scheme resistant against active attacks [8] .
We can divide existing PIN-entry methods roughly in two classes regarding information available to an adversary: (i) the adversary fully observes the entire input and output of a PIN-entry procedure, and (ii) the adversary can only partially observe the input and/or output. For example, the PIN-entry method [8] belongs to the first class (fully observable). In this method all information exchanged between the user and the interrogator is available to the adversary. Unfortunately, this fact significantly increases the amount of cognitive effort for the user. On the other hand, the PIN-entry method [19] falls in the second class (partially observable). In this method, the user receives a challenge via a protected channel, and enters the response via a public keypad. Method Shoulder Surfing Safe Login (SSSL) that we propose in this paper is inspired by the work in [19] . Like the method in [19] , SSSL also involves a protected channel through which a user receives challenges. However, unlike [19] SSSL does not require users to perform any complicated mathematical or mentally demanding operation (Section III).
The design choice to include the protected channel in our scheme (SSSL) was motivated by the following observations about the methods from the first class (the "fully observable" model). Firstly, designing secure cognitive PIN-entry schemes in the "fully observable" model is challenging as the SAT solver attack show. Secondly, secure PIN-entry schemes from this model involve multiple rounds of a basic challengeresponse protocol and they require users to perform complicated mathematical calculations [8] , which is a major deterrent to the acceptance of such technology (an average time of about 166 seconds in [8] ).
The SSSL PIN-entry scheme implements the one-time pad paradigm. Thus, to enter a single digit of a secret PIN, a user first receives a challenge (a random number between 1 and 9) from an interrogator (computer, ATM) over a channel that ensures secrecy and integrity (e.g., via earphones). Next, the user visually locates the received challenge in a special table of digits displayed on his/her computer's screen. Finally, the user responds by clicking on the appropriate button (shown on the computer's screen) that uniquely links the secret challenge with the secret digit of the PIN.
Our solution, Shoulder Surfing Safe Login, is simple, userfriendly (not mentally demanding), cheap to implement and allows fast authentication (i.e., the average login time is 8 sec in the 5-digit PIN scenario -Section IV).
The rest of the paper is organized as follows. In Section II, we discuss related work and give the attacker model along with usability and design requirements. We describe our SSSL method in Section III and provide the usability analysis in Section IV. In Section V, we perform the security analysis of SSSL. Finally, we conclude in Section VI.
II. RELATED WORK, OBJECTIVES AND THREAT MODEL
In this section we summarize related research that motivates our approach to the design of a secure login method. We describe the pros and cons of other existing login methods. Finally, we describe our objectives and the threat model used in this work.
A. Existing PIN-entry Methods
There is a body of research focused on designing secure PIN-entry methods in face of the threat posed by observation attacks. As noted, we can divide existing PIN-entry methods in two classes regarding information available to an adversary. In one class the adversary fully observers the entire input and output of the PIN-entry procedure -the fully observable adversarial model. In the second class, the adversary can only partially observe the input and/or output -the partially observable adversarial model.
The basic difference between the two classes is that methods developed for the partially observable model usually involve some nonstandard, expensive or hard-to-use hardware [13] , [15] , [19] . At the same time, designing secure PIN-entry methods appears to be much easier in this model. Indeed, disregarding the threat of side-channel attacks that is common to both classes (Section V), we are not aware of any passive attack targeted at methods designed in the partially observable model. On the other hand, methods from the first class are purely software-based solutions [3] , [4] , [12] , [20] , [14] , [16] , [18] , [17] . However, designing a method secure even against a simple passive attacks in the fully observable model appears to be challenging [14] , [16] , [5] .
B. Security and Usability Objectives 1) Threat Model: We consider attacks by three types of adversaries:
• A passive adversary who eavesdrops on all public communication between the user and the end system. This adversary will try to learn SSSL protected login credentials by passively recoding the SSSL login procedure. The passive adversary does not interact in any way with the end system. • An attacker who performs the side-channel timing attack.
This attacker extends the passive adversary with the capability of recording the user's reaction time during the course of SSSL procedure by, for example, using keylogging malware.
• An active adversary who is able to compromise the system (an ATM or a computer) on which the user enters his/her login credentials. In this scenario, the compromised system (an ATM or a login computer) essentially provides connectivity between the user and some trusted end server (e.g., a banking server). In Section V, we analyze the security of SSSL in the above security model. We show that the SSSL can successfully mitigate all the threats described above.
2) Usability and Design Requirements: We require a login method to meet two additional objectives:
• User friendliness -a login method should be easy to learn and use, not mentally demanding (it must not require complex mathematical operations). This directly translates to low login error rates and fast authentication times (see Section IV).
• Cost-efficiency -a login method should be cheap to implement. It should not involve expensive and/or nonstandardized hardware. Finally, it should be possible to integrate it seamlessly with existing login systems and solutions. Our SSSL scheme meets all the above requirements. It is secure in a realistic adversarial model -security, it does not require mathematical computation on the part of the human user -user-friendliness, and finally, it is cheap to implement (not requiring the use of expensive and non-standardized hardware) -cost-efficient.
III. SSSL DESCRIPTION
In this section, we first describe the basic SSSL scheme in a PIN entry scenario, that is, in a scenario where the human user enters a purely numerical secret.
A. Secure PIN-entry with SSSL
As mentioned in Section I, the SSSL scheme falls in the second class of PIN-entry methods, i.e., it is designed to work in the partially observable model where the adversary can only partially observe the PIN-entry procedure. SSSL implements the challenge-response paradigm and comprises three major components: (i) a protected channel ensuring secrecy and integrity of challenge values, (ii) an SSSL table -a table of digits from 1 to 9 organized in such a way that each digit i is an immediate neighbor to the other 8 digits from the set {1, 2, . . . , 9} (Figure 1(a) ), and (iii) a set of response buttons (Figure 1(b) ).
The SSSL method proceeds as follows. Let us assume that a user wants to authenticate to a computer using the following PIN: 46548. Let us denote the PIN digits as d 0 = 4, d 1 = 6, d 2 = 5, d 3 = 4 and d 4 = 8. The computer will display the SSSL table and the response buttons on its screen as shown in Figure 1 . These two components of SSSL are public (observable by an adversary). At time instant t 0 , the user will receive a random challenge (one digit long) c 0 selected from {1, . . . , 9}. Let us assume c 0 = 9 in our example. The user looks up in the darker area of the SSSL table (Figure 1(a) ) and locates (visually) the first digit of his/her PIN, d 0 = 4. The user then locates (visually) the challenge c 0 = 9 in the immediate (one-hop) neighborhood of previously located digit d 0 = 4. Note that this is always possible, as the digits in the SSSL table are arranged in such a way that each digit i (located in the darker area) is an immediate neighbor to all the other digits from the set {1, 2, . . . , i − 1, i + 1, . . . , 9}. Finally, the user answers the challenge by clicking a response button (Figure 1(b) ) that shows the relative position of the challenge c 0 with respect to the corresponding PIN digit p 0 . In our example, the user clicks the "south-west" arrow, that is, he/she responds with r 0 = ⇓ . It is easily seen that the response r 0 unambiguously links the challenge with the corresponding PIN digit. Note that adversary can observe the user's response r 0 .
At this stage the first PIN digit has been entered and the whole procedure repeats for the remaining PIN digits. For example, at time instant t 1 > t 0 the user receives the challenge c 1 = 6 to enter the PIN digit p 1 = 6. Therefore, he/she responds by clicking the center button (Figure 1(a) • ⇑ ⇑ ⇑ Note that SSSL does not require any numerical computation on the part of the human user. Moreover, the number of challenge-response rounds equals the size of the PIN. It is these two features that make the SSSL easy to use and very user-friendly. We asses the security of the SSSL method in Section V.
The size of the PIN space. The digits in the SSSL table are arranged in a special way in order to ensure that each digit i is an immediate neighbor to all the other digits from the set {1, 2, . . . , i − 1, i + 1, . . . , 9}. The price that we have to pay to accomplish this is the reduced PIN entropy. Indeed, in our solution every PIN digit can take one out of 9 values compared with one out of 10 in classical methods. In order to compensate for this loss, we suggest using somewhat longer PINs. For example, in our experiments each user has been given a 5 digits long PIN compared to 4 in classical solutions; note that 9 5 > 10 4 . As we report in Section IV, this increase did not affect significantly the usability of our scheme, as the average login time was only 8 seconds. To the best of our knowledge, no other secure PIN-entry method has such a short login time; e.g., [15] reports 32 seconds for five personal images.
IV. USABILITY EVALUATION OF SSSL
We carried out an experiment in order to study different usability aspects of the SSSL login method. In this section, we present the results obtained from our evaluation study. 
A. Evaluation Procedure
A total number of 30 participants took part in our evaluation study in a PIN-entry scenario. All the participants involved in the experiment were third year computer science students (early 20s). At the end 15 participants completed the study, with a dropout rate at 50%. This can be explained by two factors: The experiment was voluntary and the students were not paid or motivated to complete the study. The study took part during the exams period where the study was not the priority. In the experiment, each participant was asked to login using SSSL at least once a day during the period of four weeks. The participants were given a short (10 minute) tutorial on the SSSL method before the beginning of their authentication. Each of the 15 SSSL participants was given and asked to remember a 5 digit random PIN from {1, . . . , 9}
5 . At the end, each participant was asked to complete a short questionnaire about the SSSL scheme.
To make the experiment scalable and to enable easier data collection, we implemented the SSSL method as a web application. Figure 2 shows the web interface used in the evaluation of the SSSL method (Section III). Each participant in the experiment had to sign in to the web page prior to performing any SSSL login. For each participant, we recorded different information such as the overall login time, the login error rate, etc. These information have been stored into a database for later processing.
As can be seen in Figure 2 , in our implementation of SSSL the user (participant) himself/herself initiate the transfer of a random challenge by clicking on the "Challenge" button. Each time the participant clicks the "Challenge" button and/or enters a response via the response buttons the system (the participant's browser) logs the current time. This information is then transmitted to a central server that stores it in the appropriate data base for later processing. It is important to emphasize that a participant has two alternatives when entering his SSSL response. The user either uses a mouse and clicks on the appropriate response button or he/she enters the response directly via a keyboard. It turned out that while using a keyboard is a faster alternative, most of the participants still preferred to use a mouse.
In the next subsection, we present and discuss the results obtained in this experiment.
B. Evaluation Results
In Figure 3 , we plot actual login times for the 15 PINentry participants, as well as the the average login time (over Figure 3 reveal two important facts about the SSSL method. First, it has a very steep learning curve, but in a positive sense. Indeed, the login time quickly decreases already after the first few days of the experiment. Second, the overall login time is very short, only 8 seconds on average at the end of the experiment. The fastest PIN entry time was around 3.5 seconds. These two facts about the SSSL scheme are a direct consequence of its simplicity. The SSSL method does not involve mentally demanding (mathematical) operations on the side of the human user. Moreover, entering 5 digits requires only 5 challengeresponse rounds. Figure 4 (a) shows an average PIN-entry error rate for the period of 21 consecutive logins organized into 3 equal periods. The participants performance improves significantly from the first to the second period, where it drops to about 7% error rate (1 error in 14 logins).
In Figure 4 (b), we show the average response time for a single PIN-entry participant. The response time is defined as the time it takes to the user to hear the challenge and in turn to enter his/her response. As can be seen from this figure, the observed participant spent on average 1 second per PIN digit. It is interesting to note that this participant has chosen to use a keyboard for entering SSSL responses. As we already noted, a keyboard is a much faster alternative compared to a mouse. Nevertheless, most of the participants have chosen to use mouse in the experiment. The average response time over all participants is around 1.6 seconds. Figure 4 (b) reveals another interesting fact about SSSL (and other cognitive authentication methods): the response time is a function of a challenge value. We will discuss some important implications of this fact in Section V.
Questionnaire. At the end of our study, students were asked to complete a short questionnaire about the SSSL. The participants were asked to rate the ease-of-use and learn of SSSL. From 15 users, 11 of them answered that our method was easy to learn and use. The others answered with moderately hard(i.e., YES/NO).
The participants were also asked to rate the authentication times (from 1 − 5, 1-acceptable, 5-slow). Recall, students had two alternatives when entering SSSL response, via a mouse or via a keyboard. The participants who used the keyboard achieved smaller total times, and answered 1 or 2. On the other hand the participants who used the mouse rated with 2 or 3. They were also asked to comment the experience of the SSSL scheme. Some of them answered that was "fun", "novel", they felt more "secure", 3 users noted that took them several logins to learn using keyboard, but afterwards it was easier to use. Table I summarizes the answers from 15 participants. Participants preferred a mouse for the SSSL response because it required no additional learning, as opposite to the keyboard, although the scenario with a keyboard achieved faster authentication times. Finally, the participants agreed they would use SSSL in places which require higher security, like bank transactions or in public places.
V. SECURITY ANALYSIS
In this section, we assess the security of the SSSL method in different attacking scenarios and in the face of different threats (timing attacks, key-loggers, fake ATMs).
A. Camera-Recording (Passive) Adversary
A camera-recording adversary will attempt to learn SSSLprotected PINs and passwords by simply recoding the SSSL login procedure. In this adversarial model the attacker is passive and does not interact in any way with the system that a user tries to authenticate to.
Let us first consider the case in which challenge values remain unknown to the adversary during the course of an attack; later on we discuss likely attacks directed at the protected channel used for delivering secret challenges to the user. Let d, c and r denote the secret PIN digit, the secret challenge value and the public response, respectively. Moreover, let d = 4, c = 9 and hence r = ⇓ (see Figure 1(a) ). The question that we ask ourself here is: What does the attacker learn by observing the response r = ⇓ ? Assuming that d and c remain secret, all that the attacker can learn by observing the response r = ⇓ is that it has been generated by one of the following nine (d,
Eavesdropping on the protected channel. In an attempt to break the SSSL scheme, the attacker could try to attack the protected "challenge" channel. For example, the adversary could try to use a parabolic reflector to collect sound energy produced by earphones through which the user receives challenges. This threat can be mitigated by reducing sufficiently the volume level of an audio challenge. More advanced protection would involve sound and noise reduction techniques. In-ear monitors are a passive counterpart to active noise canceling headphones [7] . They offer portability similar to earbuds, and also act as earplugs to block out environmental noise. According to [1] , canalphones may reach isolation levels of -30dB to -40dB, which implies a lower sound level of an audio challenge. Laser beam eavesdropping [11] is another potential threat. Canalpohones can mitigate this threat too. For additional protection, the user can simply cover his/her earphone with a hand.
B. Side-Channel Timing Attacks
A classic timing attack is a side channel attack in which an attacker attempts to compromise a given cryptosystem by analyzing the time it takes to execute different cryptographic operations [10] . In this section, we analyze the possibility of reducing the entropy of PINs and passwords by simply observing the user's reaction time during the SSSL procedure. This is a similar approach to [21] where Zhuang, Zhou and Tygar propose to reconstruct unknown text (a password) by recording keyboard acoustic emanations produced by the user's typing. In this section, we show that the timing attack does present a threat against the SSSL login method. We conjecture this to be the case with any cognitive authentication method that involves the human user.
We consider the passive attacker with the capability to record the user's reaction time during the course of the SSSL procedure. To accomplish this, the attacker can for example use any standard key-logging malware. The attacker records the user's reaction time (∆t), that is, the time period from the time instant t c at which the user receives the challenge value to the time instant (t r ) at which the user enters his/her response. Speaking mathematically, ∆t = t c −t r . In our initial implementation of SSSL, the user himself/herself initiates the transfer of a challenge value by clicking on the "Challenge" (Figure 2 ). Therefore, the attacker can easily record the time t c ; the same applies to t r . In Figure 5 , we plot the response time ∆t for two SSSL users from our evaluation study (Section IV). The patterns in Figure 5 are generated as follows. For each user we recorded 30 successful logins and for each successful login we calculated the response time ∆t taken for entering a given PIN digit. Recall that for a given PIN digit, the response time is a function of a random challenge (Figure 4(b) ). Since there are only 9 different challenge values and we recorded 30 login sessions, each challenge value has been generated approximately 3 times on average for the fixed PIN digit. Next, we average these response times for the fixed PIN digit and each different challenge value. Note that the attacker can do the same, since the same PIN digit and the same challenge value always imply the same public response by the user. These 9 average response times are stored in a 3 × 3 matrix to which we applied the MATLAB functions contour() and shading() [9] to finally obtain the patterns as shown in Figure 5 . Darker area means the shorter response time.
By analyzing the patterns in Figure 5 an adversary can extract significant amount of information about the secret PINs. For example, for the first user the attacker can observe that patterns corresponding to the first and the fourth PIN digit are highly correlated. Similarly, for the second user, there is a very high correlation between the first and the last PIN digit. Based on this information, the attacker can conclude that the respective PIN digits are the same, therefore reducing the security factor from 9 5 to 9 4 (i.e., approximately 89%!). In order to mitigate this threat, we can apply standard techniques such as introducing random delays in the SSSL challenge-response procedure. The price that we have to pay for this is the increased login time by a few seconds. Note that we can afford this extra time, as the overall login time with SSSL is reasonably short.
It is important to emphasize that the timing attack threat is not specific of SSSL. It is common any cognitive authentication scheme that involves the human user.
C. Active Attacks
In this section we show how to harden SSSL against this threat in a way that is completely transparent to the user.
We consider a very powerful attacker. Thus, the attacker can trick the user to login from a compromised computer or ATM that are under the attacker's control. Clearly, all login methods described in Section II, including our SSSL, can be easily broken in such a model. A safe way to protect against such attacks is to completely bypass the compromised machine. The problem however is how to accomplish this in a user-friendly and cost efficient way?
A possible approach based on SSSL applies to scenarios where an end-server authenticates the user who is connected to the server through a potentially compromised machine. A typical scenario is that of an on-line ATM, where the ATM is connected over the Internet to the secure bank server. We assume that the end-server is not compromised. As before, we assume that the user receives challenges over earphones (canalphones). The only difference is that now challenges come from the end-server. By integrating a tamper resistant microprocessor capable of performing cryptographic operations, the user and the secure end-server can completely bypass, for example, a compromised ATM. Indeed, the hardened earphones and the bank server will share a secret key that will be used to ensure the confidentiality and the integrity of SSSL challenges. Note that during the user authentication phase, the intermediate ATM will only provide the connectivity between the user and the bank server.
This solution is completely transparent to the user who simply follows the basic SSSL login procedure. Should the attacker tamper with cryptographically protected challenges, the hardened earphones will detect this and discard them. What is more, earphones hardened with a tamper resistant microprocessor can replace a tamper resistant smart card in the ATM scenario without affecting at all the two-factor authentication. Actually, by combining the SSSL method and hardened earphones we implement the two-factor authentication that is cost-efficient, user-friendly and safe against shoulder surfing attacks.
VI. CONCLUSION
We made several contributions in this paper. The fact that many prominent cognitive authentication methods are vulnerable to some form of a SAT-solver attacks, motivated our approach to the design of a secure login method.
First, we proposed a novel PIN-entry scheme called Shoulder Surfing Safe Login (SSSL). Compared to existing solutions, SSSL is both user-friendly and cost-efficient. In spite of the fact that SSSL is originally developed as a PIN-entry method, we showed that it can be also easily adapted to work with graphical passwords.
Second, we carried out an experiment involving 15 participants, with the goal of studying usability aspects of SSSL. Our study confirmed that the proposed SSSL method is extremely easy to learn and use. The average login time with SSSL is only 8 seconds.
Third, we showed that a hardened version of SSSL can thwart strong active attacks in a way that is completely transparent to the user. Moreover, we showed that the threat of side-channel timing attacks has to be considered seriously in the context of cognitive authentication schemes.
